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1. HID APPROVE SOFT TOKEN REGISTRATION PROCESS

a) First Time HID Approve Soft Token Registration

Steps

Visit APP store or google store to download a HID Approve Soft Token.

GETITON

@ AppStore * Google Play

You can also download a PC token on your personal computer using this link
http://ncbagroup.com/personal-banking/personal-banking/internet-banking-solutions/
available on the website.

Register your token

Once you download a soft token, select Token Registration tab on the SSP portal on the
website or follow https://portal.ncbagroup.com/SelfServicePortal/enrol-view-name

Login to NCBA Connect Tools & Calculators

| TRUS
sUILDY Gé TRAEATNESS

N

LOGIN

Asset Finance Business Current Account

FAQs

I Qur asset finance lnan facilitv ~~ A transactional account that

Step 1:  Enfer your Online Banking User ID and Go For It
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STEP 1 - First Time Login

You have received your UseriD and Token from the bank
In crder for you to log into Intemnet Banking, you will be required io register your token by following the steps below

User ID

This is the ™ Character ID for Oniine Banking Services

Step 2:  Enter a One-Time-Password (OTP) that is sent to your registered mobile number
or email address and Go For it. Incase you do not receive the OTP, click Resend or call
the bank for further assistance.

Please note to receive the One Time Password on Email you will need to contact the
bank.

STEP 2 - Authenticate

Enter the One Time Password from the SIAS sent to your registered mobde phone

Ore Tme Passwoed

please call the bark if you da not receive your SMS message

Step 3:  Register Token

e To Register a Hard Token, select Hard Token, input the serial number of the hard
token and Go For It. The hard token Serial Number is indicated at the back of the

token.

e To Register a HID Approve Token,select HID Approve and Go for it
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STEP 3 - Register Token

On apphcation for internet Bankong, you were provided with a Token
This will generale Coe Time Fasswords 1or iogin and transaction signing . In order 1o Se this device ta your peoflle, compiete the siep
bedow

If you do not have a Hard Token you may use HID Approve instead  Kingly enter e device seral number of Hard Token or select
HID Apprave and cick Sutimit

Activate HID Approve HID Appeove
Dayice Serial Numbe Harg
This = e sertal numbey (S/N) of your Hard loken device

Step 4: To activate the token, you have two options available:
e Scan QR Code
e Use of Invite code
They appear as below.

Use the HID Approve mobie application 10 scan the QR pode shown below %0 ragistar your mobie devics

Parameters for manual registration of HID Approve:
User ID - INNGG26EY
Iwite Code  44TFVUAGDM

Sesvice URL : approve naiagroup comFTRESS

Go for it

Option 1: Scan QR Code

For the HID Approve (Soft token) tap on the mobile device screen to be able to scan the QR
code on your registration screen using the just downloaded HID Approve APP from the online
stores. Once QR code is scanend successfully, Go For It.
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<« Add Service

HID Approve

Welcome

Tap the screen to register a new
service.

Scan your invite code to add a service

or enter invite manually

Option 2: Use of Invite Code

On the HID approve token, select “Enter invite manually” as indicated below.

* Add Service

On the next screen input the USER ID, Invite code and the service URL as they appear on the
SSP portal.
Click validate to complete the process.

Service URI
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Below screen will be displayed on your Approve Token once the QR Code is successfully
scanned OR the manual invite code process is successfully complete.

Add Service

Registering service.
Please wait...

Step 5: The next screen on the HID Approve token will prompt you to set a Password.
Please note that this Password is 4 digits long. Set a password and click OK.

2
5

7 8 9
0 -

Step 6: Generate a security code(One Time Password) from your HID Approve Token
and input it below to authenticate the token.
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STEP 3 - Change Token FIN or One Time Password Login

Ou CAN NOW furn 0N your Hard token and logn waing the defaull PIN proviced

You will Be requesied 10 change your FIN
Entar your new PIN and Confirm

Your PIN 1 now changed
Kindy note your new token PIN in 8 secure place

Select the OK nution on the PIN. a One Time Fassword will be cisplayed, enler ihis betow
It 1 5 8 HID Approve lokan. genarate Ons Time Passsond in the mobie appiication and enter it below

One Time Password

Step 7.  On the SSP portal, select and answer 3 of your preferred security questions and
Go For IT. Note that you shall use these questions for your token management needs.

"" [ [od:7.}

STEP 4 - Security Questions

Kindly select three of the security questions below which will be used 1o confirm your
identity when you contact the bank regarding your Internet Banking Profile
Select question First job town v

Enter answer

Confirm answer

Select question Fust stufied animal -
Enter answer

Confirm answer

Select question Elementary / primary SChool name v
Enter answer

Confirm answer

Congratulations! The token is now successfully activated.

Using the One Time Password (OTP) generated by the token, you can proceed to log into your
internet banking profile. Please note that for any session, the One Time Pin (OTP) will display for
only 60 seconds.
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b) Registration Of An Additional HID Approve Token

A user can have a maximum of three (3) tokens registered on one profile. An additional
token can be downloaded on another device e.g. mobile phone.

Step 1: Download the HID Approve Token and select Token Registration tab on the
SSP portal on the NCBA website.

Step 2:  Enfer your internet banking User ID

7"" ) [d:7.

STEP 1 - First Time Login

You have received your UseriD and Token from the bank
In crder for you to log into Intemet Banking, you will be required 1o register your token by following the steps below

User ID

This is the ™ Character ID for Onfine Banking Services

Step 3: Enter a One Time Password either generated from your existing active
Approve token or request for a One Time Password to be sent via SMS or on Emaiil
as highlighted below. For SMS/Email password, you will be required to answer
atleast 2 security questions.

Please note to receive the One Time Password on Email you will need to contact
the bank.
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Use a registered token to generate a One Time Password of you can request a One Time Password by SMS

One Time Password

Use a registered token of IETE R VELLT RS AT LR == )

If you request a2 Cne Time Password by SMS or E-mail you will also have to answer two secunty

questions in the next step

7"" NCBA

Step 4:

Select and answer two of your security questions

Self Service Portal Login

Please provide two
answers 1o the below security quesions.

of your First stuffed animal

of your First job town

of your Blementary / primary school name

Cancel

Step 5:

Click on Manage Tokens as below.
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Self Service Portal Home

Welcome to the Self Service Portal. Please choose from the below options

Update Security Questions & Answers ~ Manage Tokens  Logout

Step 6: Toregister an additional HID Approve soft token, select Token Management
and click Activate.

Token Management

You have 0 Approve Tokens with friendly name(s): []

You can activate a new or additional Approve Token, click here
To delete, an existing Approve Token | Enter hiendly name | m

i your device is locked, piease enter the device unlock challenge below to generate an uniock code for your device so that you can
reset your PIN

If your device has become out of sync, please enter a One Time Passyord below to automatically re-synchronize your device

You have 1 Hard Tokens : [0921311788]
Enter the device serial number
Enter the device uniock challenge

Enter the device OTP

Step 8: To activate the token, you have two options available:
e Scan QR Code
e Use of Invite code
They appear as below.
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Use the HID Approve mobie application 10 scan the QR pode shown below 10 ragistar your mobie devios

Parameters for manual registration of HID Approve:
User ID - INNGE2EEY
Iwite Code | 44TFVUAGDM

Service URL ; approve naiagroup com/FTRESS

Go for it

Option 1: Scan QR Code

For the HID Approve (Soft token) tap on the mobile device screen to be able to scan the
QR code on your registration screen using the just downloaded HID Approve APP from the
online stores. Once QR code is scanend successfully, Go For It.

HID Approve €« Add Service

Welcome

Tap the screen to register a new
service.

Scan your invite code to add a service

or enter invite manually

Option 2: Use of Invite Code

On the HID approve token, select “Enter invite manually” as indicated below.

12|Page



2%
5 NCBA

+ Add Service

On the next screen input the USER ID, Invite code and the service URL as they appear on
the SSP portal.

Click validate to complete the process.

Below screen will be displayed on your Approve Token once the QR Code is successfully
scanned OR the manual invite code process is successfully complete.

Add Service

Registering service.
Please wait...
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Step7: The token is successfully activated and can be viewed under Token
Management on your Self Service Portal.

Token Management

You have 1 Approve Tokens with friendly name(s). [TECNO CAMON 12 Pro]

You can activate a new or additional Approve Token, click here Acfivate

To delete, an existing Approve Token | Enter friendly name |

Step 8: Set a password on the Approve token.

The token is now successfully activated. Using the One Time Password (OTP) generated by
the token, you can proceed to log into your internet banking profile. Please note that for
each login session, the OTP will display for only 60 seconds.
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c) Registration of Multiple Profiles on one Approve Token

A user with multiple internet banking profiles is able to register the profiles on one HID Approve

Soft Token. This includes accessing both your NCBA Connect and NCBA Internet Banking
profiles.

On the Self Service Portal, select Token Registration

Step1: Enter your online banking User ID and Go For IT

STEP 1 - First Time Login

You have received your UseriD and Token from the bank
In order for you 1o log into intemet Banking, you will be required 1o register your token by following the steps below

User ID

This is the ™ Character ID for Cniine Banking Services

Step2: Enter the OneTime Password (OTP) that is sent to your registered mobile number

or email address. Incase you do not receive the OTP, click resend or call the bank for
further assistance.

STEP 2 - Authenticate

Emtar the One Time Password from the SMS sant to your regsterad mobde phone

One Time Fassword w

pease cal tre dank ¢ you da not repsve your SMS message
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Step3: Register Token.

Select HID Approve and Go for It

=
.

2
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STEP 3 - Register Token

On appication ‘or internet Banikong, you were provided with 3 Token

This will generale Cne Time Fasswords for iogin and transaction signing  In order 1o Se this device to your peoflle, compilete the step
belaw

If you do not hiave 3 Hard Token you may use HID Approve instead  Kingly enter he device seral number of Hard Token of select
HID Apprave and cixck Sutimit

Activate HID Approve HID Appeove
Deavice Serial Numbey Hard

This = e senal numbey (S/N) of your Hard 1oken device

Step4: On your Approve Token click on the highlighted add butfon

Secure Code 3

v
%7 NCBA

NCBA Authentication

13D screen 1o generate a new

fecure code

Step 9:  To activate the additional token, you have two options available:
e Scan QR Code
e Use of Invite code

They appear as below.
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Use the HID Approve moble application 10 scan the OR code shown below 10 ragistar your mobie devics

Parameters for manual registration of HID Approve:
User ID - INNGE2EEY
Inwite Code | 44TFVUAGDM

Service URL : approve nciagroup com/FTRESS

Go for it
Option 1: Scan QR Code

For the HID Approve (Soft token) tap on the mobile device screen to be able to scan the QR
code on your registration screen using the just downloaded HID Approve APP from the online
stores. Once QR code is scanend successfully, Go For It.

HID Approve € Add Service

Welcome

Tap the screen to register a new
service.

Scan your invite code to add a service

or gnter invite manually.

Option 2: Use of Invite Code

On the HID approve token, select “Enter invite manually” as indicated below.

17|Page



2%
5 NCBA

+ Add Service

On the next screen input the USER ID, Invite code and the service URL as they appear on the
SSP portal.
Click validate to complete the process.

Below screen will be displayed on your Approve Token once the QR Code is successfully
scanned OR the manual invite code process is successfully complete.

Add Service

Registering service.
Please wait...
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Step5: The next screen on the HID Approve token will prompt you to set a Password.
Please note that this Password is 4 digits
Stepé: Set a password and click OK

Please note that you can set the same password as the one set on your other user profile

NCBA Authentication service has
been registered successfully

oK

Step7: On the Approve Token, you will be prompted to Rename this new profile.
Proceed and rename to your preferred friendly the name and click OK.

NCBA Authentication service has
been registered successfully

You can give a friendly name to
your service

Step8: On the Self Service Portal, proceed and set security questions on your profile.

The security questions set will be used for your future token management needs.

19| Page



2%
5 NCBA

Sefect question
Enter answer

Confirm answer

Select question
Enter answer

Confirm answer

Select question
Enter answer

Confirm answer

STEP 4 - Security Questions

Kindly select three of the security questions below which will be used 1o confirm your
identity when you contact the bank regarding your Internet Banking Profile

AV,
.

n
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[First job town _ v
First stufied animal v

Elementary / primary sChoo!l name v

Step?9:
Step10:

for that profile. Proceed and login to your NCBA internet banking channel.

You can now view the multiple profiles registered on your Approve Token .
To login you will select the profile you intend to use and input the password set

Services A
Tncea >
¥ neea >
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d) User Activation on NCBA Connect

Step1: Login to your NCBA internet banking channel
(https://cbaconnect.cbagroup.com/rw/home.jsp#) with the User ID and Password
sent to your email and token generated from HID Approve.

Step2: Accept terms and conditions and proceeed to complete the 5 steps.

Kindly contact us using the contact details below, if you have feedback or queries regards
the internet banking platform or token registration process.

Email: contact@nchbagroup.com

Rwanda: +250 788 149555; or +250 788 149500

Thank you for Banking with us.
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